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Module 2 was developed to assist public sector employees conduct further privacy analysis, and to ensure that they are in compliance with government policy and core privacy principles for projects involving the use of personal information.  This module requires program managers to map the flow of information within their project, to analyze the impacts of planned uses of that information, and to reflect upon potential privacy impacts bearing in mind Canadian core privacy principles.  Module 2 should be completed after Module 1 for all projects of medium to high privacy risk. 
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	Documenting how information flows in a project can be critical to understanding how that project may impact the privacy of individuals.   The project description completed in the Preliminary Privacy Screening Tool should provide a broad overview of the nature and scope of the project at hand.  At this stage in a privacy impact assessment, it is necessary to describe in greater detail the flow of personal information within that project.   
Provide a high level narrative
Preparing good descriptive material can be challenging.  No single template or approach can be prescribed for all projects.  As a starting point, consider the information to be used in the project and provide a high level schematic or narrative depicting where that information will travel over the course of its lifecycle.  This description should clearly illustrate how personal information is collected, destroyed, stored or shared, along with all its various uses or manipulations along the way.  Sample data flow and business process diagrams are provided as an illustration on the following page.  The nature and detail of information mapping should correspond to the complexity of the project and the overall level of privacy risk identified in Module 1.  
Add supplementary flow charts or narratives 
Once an overview description of the flow of information has been developed, supplementary flow charts or narratives can be useful to illustrate particular areas in greater detail.  Areas of concern for which more detail should be considered include: the collection process, points of information transfer, information destruction practices, processes for ensuring data quality, and system security provisions.   Broad consultation with programs areas involved in the handling or use of personal information is strongly recommended.  Where technical systems-specifications arise, it may be helpful to translate such information into ordinary language so as to facilitate the privacy analysis that follows.  
Program managers are strongly encouraged to attach existing data flowcharts or process descriptions rather than recreating such narratives here.  
Sample Data Flow and Business Process Diagrams[footnoteRef:1] [1:  Health Canada, Corporate Services Branch, Privacy Impact Assessment (PIA) Tool Kit, Ottawa: 2006.] 
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Once the flow of personal information has been mapped in sufficient detail, it is necessary to identify and critically analyze, based on that information, how the project impacts upon an individual’s privacy.  A project may have a privacy impact if, for example:
· it increases the degree of intrusiveness into the private lives of individuals;
· [bookmark: _GoBack]it is not compliant with privacy laws; or if
· it fails to measure up to community expectations regarding privacy.
The series of questions which appear below are designed to assist you in identifying areas of potential privacy risk.  They should be read in conjunction with the data maps or business process descriptions you generated earlier in this module.  Each question focuses on specific areas of a project where privacy impacts are most likely to occur, and for which supplementary flow charts or narratives ought to have been considered.  
For each of the questions below, consider the information you’ve gathered in your information mapping exercise, along with that gathered in the Preliminary Privacy Screening Tool and module 1, in compiling your response.

	The collection of information
	In describing the collection of information for your project, you ought to have considered and documented: 
· how the collection relates to the public body’s functions or project activities; 
· the public interest that justifies the collection; 
· the particular data items and kinds of data necessary for the project (and why); 
· whether such information can be collected in a de-identified or anonymous manner.
Based on your analysis, does the project involve the collection of more information than that which is required to meet program objectives? 
|_| Yes                   |_| No   


	The use of information
	In describing the use of information for your project, you ought to have considered and documented: 
· all the known or intended uses of the personal information collected or in the public body’s possession for purposes of the project; 
· how all these uses relate to the purpose for which the personal information was collected.
Based on your analysis, is any personal information being collected for purposes that are secondary in nature (whether related or unrelated to the project under review)? 
|_| Yes                    |_| No   


	
	You should  also identify and describe: 
· any intention or potential for personal information to be linked, matched or cross-referenced to other information (held by your public body or others); 
· how this matching or cross-referencing might be conducted; 
· the nature of decisions affecting the individual that are to be made on the basis of data matching; 
· and the safeguards that will be in place to limit inappropriate access, use and disclosures of any resulting information.
Based on your analysis, does the project involve the aggregation of diverse groups of personal information, which when combined, is either unnecessary for the project or which reveals personal information not previously available? 
|_| Yes                   |_| No   





	The disclosure of information
	In describing all disclosures of personal information within your project, you ought to have considered and documented: 
· to whom and under what circumstances personal information used in the project will be disclosed and why; 
· whether the personal information disclosed to others is protected from privacy risks in the same way as information held by your public body; 
· whether the individual has been told about the disclosure and what choices they have in that regard; 
· whether the disclosure is authorised or required by law.
Based on your analysis, does the project involve the release of personal information outside the control of the public body in a manner that is unplanned, illegal, unintended, or undisclosed to the individual?
|_| Yes                   |_| No   


	The retention of information
	In documenting your project’s data retention process, you ought to have considered and described the retention and destruction practices to be employed in the project, including: 
· how long information is required to be retained for the purposes of the project; 
· how and when personal information is to be anonymized or destroyed; 
· the need for a formal data retention policy and destruction schedule.
Based on your analysis, does the project involve the retention of information for a period that exceeds that which is necessary for program purposes?
|_| Yes                |_| No   


	The accuracy of information
	In consideration of the processes in place within your project to ensure data integrity, you ought to have documented: 
· how information will be kept up-to-date; 
· the nature of decisions made on the basis of the information collected; 
· and any risks to the public body or individual posed by inaccurate information.
Based on your analysis, does the project or supporting business processes ensure the accuracy of personal information?
|_| Yes              |_| No   





	The security of information
	In considering your project’s information security, you ought to have documented the overall security measures that will be put in place to protect personal information from:
· loss, 
· unauthorised access, 
· unauthorized use, 
· unauthorized modification, 
· unauthorized disclosure or other misuse, including at points of data collection,
· unauthorized transfer and destruction. 
Based on your analysis, does the project include appropriate security measures to safeguard personal information?
|_| Yes             |_| No   


As you consider the potential privacy impacts identified above, if any, consider the following: 
· which potential privacy impacts are most serious; 
· whether the privacy impacts are necessary or avoidable; 
· how the privacy impacts may affect the broad objectives of the project.
Document your conclusions to the aforementioned questions and attach any supporting analysis conducted in mitigating these project risks.
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	While some privacy analysis follows naturally from the information “life cycle” you’ve already prepared, it is also important to consider the extent to which your project is compliant with core privacy principles.  The following questions are designed to highlight, generally, potential areas of non-compliance with generally accepted privacy principles, as noted within Canadian privacy laws.  
Note: Further policy or legal advice may be required to ensure compliance with the NWT Access to Information and Protection of Privacy Act.  For policy advice you may contact the GNWT Access and Privacy Office. For legal advice you may contact the Department of Justice, Legal Division. 
	Accountability
	Have you notified your institution’s privacy head, accountable for the public body’s compliance with the law, about the project?  
The Public Body Head (or Access and Privacy Coordinator) is familiar with the obligations under prevailing privacy legislation and policy. 

|_| Yes              |_| No   



	Identifying Purpose
	Will you inform individuals of the purposes for which personal information is being used at the time of, or prior to, collection? 
 Individuals will know what information is being collected about them and why it is being collected.

|_| Yes              |_| No   



	Authority and Consent
	Does your public body require legal authority – or the consent of the individual – for the collection, use or disclosure of personal information, and has such authority or consent been obtained?  
There is a process for seeking appropriate authority or consent for the collection, use and disclosure of personal information.

|_| Yes              |_| No   



	Limiting Collection
	Is the collection of personal information under this proposal limited to that which is necessary for purposes of this project?  

|_| Yes              |_| No   



	Limiting Use, Disclosure, Retention
	Is the use and disclosure of personal information under this proposal limited to the purposes for which it was collected?

|_| Yes              |_| No   


	
	Is the retention of personal information limited to the time necessary for fulfillment of express project objectives?

|_| Yes              |_| No  

	Accuracy
	Does the project provide the means to maintain, update and correct information about individuals participating in or subject to the proposal?  
Personal information used for the project is to be as accurate, complete and up-to-date as required for the purpose for which it is to be used.  

|_| Yes              |_| No   

	Safeguards
	Will personal information collected or used as part of the project be kept secure? 
Personal information shall be protected by security safeguards appropriate to the sensitivity of the information.  The public body will follow accepted guidelines for the retention and destruction of personal information.

|_| Yes              |_| No   

	
	Have security risks been addressed by appropriate officials?

|_| Yes              |_| No   

	
	Do the project plans include explicit measures or protocols to notify individuals and other project stakeholders in the event of a privacy breach?

|_| Yes              |_| No   


	Openness 
	For the project under consideration, does the public body have a process which provides individuals with access to policies and practices governing the management of their personal information?  
The public body intends to make its practices and policies relating to the management of personal information readily available to individuals.

|_| Yes              |_| No   



	Individual Access
	For the project under consideration, will individuals be permitted to see information in their records and to have copies of those records upon request? 

|_| Yes              |_| No   


	Challenging Compliance
	Is there a process in place, generally or for the specific project under consideration, for dealing with complaints regarding the management of personal information? 

|_| Yes              |_| No   


	
	


Negative answers to any of the above questions suggest that the project or proposal may not be compliant with the law.  If you answered ‘no’ to any of the above questions, it is strongly recommended that you consult with your Access and Privacy Coordinator and/or legal experts to ensure compliance with access and privacy legislation.  
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	In the analysis above, you may have encountered instances where the project raises potential concerns for the public.  In the event that you believe that your project may not be compliant with the law, it is your responsibility to ensure compliance before proceeding.  In all other instances, ask yourself:
· Is the information collection/use/disclosure fully justified and proportional to the project outcome?
· Is the loss of privacy proportional to the benefit gained by the project outcome?
· Is this the only way of achieving the aims of the project?
· Is the information collected/used/disclosed in the least intrusive manner?
· Have you given appropriate consideration to potential mitigating factors or solutions?
Document the actions the public body intends to take in order to mitigate or eliminate the privacy risks identified.  Consider the use of a table similar to the one below, and integrate your action plans with existing operational plans and priorities. 
	
	Risk
	Mitigating Strategy
	Responsible Person
	Completion Date

	sample
	Collecting unnecessary or irrelevant personal information, or intrusive collection. 
	· Eliminate field x as a requirement for processing
	· John Doe
	· Prior to go-live.  May 1, 2009.
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	Collectively, the Preliminary Privacy Screening Tool and Modules 1 & 2, properly completed, will serve as sufficient evidence of a privacy impact assessment for your project.  Attach all supporting information for future reference, review and verification to these three documents


	Program Manager:
	     
	Date:
	     

	Access and Privacy Coordinator:
	     
	Date:
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