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IDENTIFICATION
Department Position Title
Finance Senior Analyst, Cybersecurity Operations
Position Number Community Division/Region
15-17775 Yellowknife Technology Services Centre
PURPOSE OF THE POSITION

The Senior Cybersecurity Operations Analyst supports the Government of the Northwest
Territories (GNWT) by monitoring, detecting, investigating, and responding to cyber threats
across on-premises, cloud, and hybrid environments. Reporting to the Manager, Cybersecurity
Operations, the role delivers hands-on security operations (SecOps), maintains and tunes
security tools, coordinates vulnerability remediation and incident response, and supports the
resilience and continuity of GNWT services. The Senior Analyst partners with internal IT teams,
the Managed Security Service Provider (MSSP), the Information Security Governance team and
external agencies to protect GNWT information holdings and maintain public trust.

SCOPE

This position is based in Yellowknife, Northwest Territories, within the Technology Services
Centre division, within the Department of Finance, Office of the Chief Information Officer
branch and reports to the Manager, Cybersecurity Operations. The Senior Analyst provides
territory-wide coverage with specific regional liaison responsibilities, participates in a 24x7 on-
call rotation for high-severity incidents, and coordinates with the MSSP to ensure effective
triage and response. The role supports the full GNWT enterprise portfolio-applications,
networks, endpoints, identity, and cloud services-across departments, boards, and agencies,
regardless of service provider. Acts as the primary on-site liaison for cybersecurity operations
in the North Slave region and coordinates with headquarters teams located in Yellowknife.

The Senior Analyst exercises professional judgement to prioritize events, recommend
containment and recovery actions, and advise IT teams on pragmatic risk reduction measures
that align with GNWT policy, standards, and risk frameworks.
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RESPONSIBILITIES

1.

Security Monitoring & Detection

Monitor security information and event management (SIEM), endpoint detection and
response (EDR/XDR), identity protection, email security, and network security tools to
identify suspicious activity.

Investigate alerts to determine severity, scope, and potential impact; escalate in
accordance with runbooks and service-level targets (e.g., MTTD/MTTR).

Continuously tune detection queries (e.g., KQL analytics, watchlists, threat indicators) to
reduce false positives and improve signal quality.

. Incident Response

Execute triage, containment, eradication, and recovery activities under the direction of
the Manager, Cybersecurity Operations and/or the Incident Manager.

Collect and preserve evidence, document timelines, produce incident reports, and
contribute to after-action reviews and lessons learned.

Coordinate with IT teams including the server and network infrastructure, endpoint,
application, and security governance to implement remediation and hardening actions.

. Vulnerability & Threat Management

Run vulnerability scans, validate findings, and track remediation to closure; assist with
patch/testing coordination and risk acceptance documentation.

Consume threat intelligence, map to GNWT assets and controls, and recommend
proactive mitigations for emerging threats.

Develop dashboards and metrics to track exposure reduction and SLA compliance.

Security Tool Administration & Engineering

Operate and maintain security platforms (e.g., SIEM, EDR/XDR, email security, identity
protection, vulnerability management, CASB/CSPM).

Onboard data sources, validate logging and alerting coverage, and implement detections
and automation (e.g., playbooks, SOAR workflows).

Recommend configuration improvements to enhance prevention, visibility, and
response efficacy.

. Governance, Reporting & Continuous Improvement

Maintain runbooks, standard operating procedures (SOPs), and knowledge articles;
contribute to tabletop exercises and training.

Produce operational metrics (e.g, MTTD, MTTR, vulnerability remediation rates,
threat/incident trends) and support audits and compliance.

Identify opportunities to automate repetitive tasks and streamline workflows;
contribute to business cases for security improvements.
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6. Collaboration & Stakeholder Engagement
e Work closely with GNWT IT teams and the MSSP to achieve consistent, high-quality
service delivery.
e Provide clear, audience-appropriate communications to technical and non-technical
stakeholders during incidents and change activities.
e Model a security-first mindset and contribute to a positive, collaborative team culture.

WORKING CONDITIONS

Physical Demands
No unusual physical demands.

Environmental Conditions

No unusual environmental conditions.

Sensory Demands
Prolonged periods of focused monitoring and analysis.

Mental Demands
High stress throughout incident response and recovery, driven by conflicting demands and
urgent pressure to resume operations.

Participation in 24x7 on-call rotation for critical incidents; managing concurrent priorities and
communicating with diverse audiences; occasional travel within the region and to other GNWT
sites

KNOWLEDGE, SKILLS AND ABILITIES

e Knowledge of security operations tools and practices (e.g., SIEM, IDS/IPS, EDR/XDR,
email and identity security, vulnerability management).

e Understanding of cloud security principles and controls (e.g., Microsoft 365/Entra ID,
Azure, AWS, GCP).

e Proficiency in incident response, digital triage, and forensic fundamentals; familiarity
with chain-of-custody and evidence handling.

e Ability to interpret and apply security policies, standards, and frameworks (e.g., NIST
CSF/800-53, ISO/IEC 27001, CIS Controls).

e Applied analytics and scripting skills (e.g., KQL for SIEM, PowerShell or Python for
automation).

¢ Knowledge of Forensics fundamentals, chain-of-custody, digital triage.

e Problem-solving, critical thinking, and risk assessment skills with the ability to
recommend practical mitigations.
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e Written and verbal communication tailored to technical and non-technical audiences.

e Ability to work collaboratively in a team, coordinating with vendors and partners, and
to operate with limited supervision under time pressure and intense scrutiny.

e Familiarity with IT service management (ITIL), change control, and ticketing practices.

e Cultural awareness and the ability to build respectful relationships across the territory,
including with Indigenous governments and communities.

e Ability to commit to actively upholding and consistently practicing personal diversity,
inclusion and cultural awareness, as well as safety and sensitivity approaches in the
workplace.

Typically, the above qualifications would be attained by:
A diploma in Computer Science, Information Security, Cybersecurity, or a related field.

Three (3) years of experience in cybersecurity operations or IT security, including experience
with SIEM and EDR/XDR, identity/email security, and vulnerability management.

Equivalent combinations of education and experience will be considered.

ADDITIONAL REQUIREMENTS
Position Security (check one)

(] No criminal records check required
(1 Position of Trust - criminal records check required
Highly sensitive position - requires verification of identity and a criminal records check

French language (check one if applicable)

(1 French required (must identify required level below)
Level required for this Designated Position is:
ORAL EXPRESSION AND COMPREHENSION
Basic (B) O Intermediate (I) 0 Advanced (A) O
READING COMPREHENSION:
Basic (B) 0 Intermediate (I) 0 Advanced (A) O
WRITING SKILLS:
Basic (B) O Intermediate (I) O Advanced (A) O
(1 French preferred

Indigenous language: Select language

(] Required
(1 Preferred
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